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By Paddy Keating

The growing importance of the security lead role

In light of the UK Cyber Security Strategy and 
increasing cyber threat, every Public Sector ICT 
project needs to be prepared to raise security 
standards in 2013. Projects must concentrate more 
and more on getting security right from the outset. The 
job of championing security, co-ordinating activities 
and engaging with the Government accreditation 
authority will fall to the Security Lead.

The importance of the Security Lead role to the 
success of any Public Sector project seeking 
formal security accreditation is often overlooked or 
underplayed. Some see it as having responsibility 
for getting all the boring paper work required for 

accreditation out of the way, or just dealing with the 
Accreditor so he/she does not become a problem 
at a later stage. The truth is that the Security Lead is 
an integral member of any project team, leading the 
development of security solutions that best balance 
the requirement with the underlying risks. 

This is no small task. As you will be well aware if this 
is your role, being a Security Lead can be complex 
with multiple customers to satisfy; technical solution 
engineers, project managers and accreditors to 
name just a few.

Tips to help you get it right

Here at Ascentor, we have many years’ experience in 
performing the duties of a Security Lead within large 
government departments and the Security Assurance 
Co-ordinator (Security Lead) role within MoD. We 
thought it would be useful to share some of the tips 
we’ve picked up along the way. 

This document provides our guidance on the core 
aspects that need to be considered when fulfilling 
the role of a Government Security Lead, as well as 
potential pit falls to avoid.

Ascentor are independent Information Risk
Management specialists who view information
security as a powerful business enabler.

CALL US NOW
01452 881712
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Top Tips 

Be a team 
player

Nobody says you have to do this on your own! In fact we believe 
that trying to do security in isolation is a waste of time. It leads to 
what is tantamount to a paper exercise that may provide some ticks 
in the boxes for accreditation purposes but does nothing to provide 
effective security aligned with the business need. Just talking through 
security requirements with engineers is better than writing it all down 
in a document that ends up as shelf-wear! At least the engineers 
may grasp some of the security requirements and actually get them 
implemented.  

Don’t forget, the Security Lead is primarily a facilitator that drives the 
security aspects of a project and brings the right skills to the table 
when they are needed. You don’t have to be a gifted technical 
security architect but you do need to know where to get hold of one 
when required, assign a task and manage that task to resolution. 
Equally, as a Security Lead you may be very technically capable 
but not have experience in putting together complex accreditation 
plans. Don’t be afraid to seek advice where necessary either from 
other security practitioners or from an experienced Accreditor. 

Above all, the Security Lead is a member of a project team that is 
pulling together to achieve the same goal – the business benefit but 
with acceptable risk. 

As a Security Lead, the first thing to do is understand what needs 
to be protected and why. This doesn’t mean diving straight into a 
technical risk assessment. It means working to understand where 
the requirement came from, how it will be used and who will be 
involved. Understanding the business requirement is essential if the 
security requirements are to be appropriately tailored. You must 
keep the business requirements at the forefront of your mind at 
all times lest you start to believe that security controls are to be 
implemented at any cost – that’s not useful to anyone!

One of the most important aspects is getting to know who owns 
the information that needs protecting and why it is being given a 
particular value. It is often the case that the value of the asset has 
either been grossly over or under assessed – it is rarely right first time 
and often changes tack after some searching questions. With the 
imminent changes to the Government Protective Marking Scheme 
this is even more essential. Defining what constitutes OFFICIAL and 
OFFICIAL-SENSITIVE will be key to getting the security requirements 
right first time. 

Don’t just think about the confidentiality aspects of security. 
Determine exactly what level of availability is required from the 
system and question it if you think it is too high or likely to be 
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Understand 
the  
requirement
(Cont.) 

2 unachievable. Likewise, you need to think about integrity issues 
but these can often be far more subtle than confidentiality and 
availability. Determine what the requirements are and think carefully 
about the controls that are likely to be implemented. Work to build a 
complete understanding of the information protection requirements 
for all three of the security pillars: confidentiality, integrity and 
availability. 

 
The Security Lead is a co-ordinator so it is important that you are 
clear who you need to co-ordinate with. The information owner(s) 
has already been mentioned but there are many other stakeholders: 

Accreditor.
You have to plan security activities, resources and time frames. There 
is no point planning any of this without having worked it through with 
the appointed Accreditor who may have a different idea about 
how security should be managed within the task. The relationship 
between the Security Lead and the Accreditor is key to the success 
of any security activity. Once engaged and content with any initial 
plans you can move forward in the knowledge that the plans will not 
be scuppered by the Accreditor at a later date. In addition, there 
may be more than one Accreditor involved in a project. If there are 
multiple organisations involved or connectivity with other systems, 
early engagement with these Accreditors is equally essential. Where 
multiple government organisations are involved, you should consider 
the need for a Pan Government Accreditor. Speak to the interested 
parties to see if this is a feasible way forward – it may save you time 
in the long run. 

Project Managers (PMs) or Work Package Managers (WPMs). 
There are normally many people involved in a task where a Security 
Lead is appointed and they rarely understand security requirements 
or how they are delivered. They may be part of a MoD Delivery Team 
or appointed by the supplier(s) to deliver a particular work package. 
In addition, the PMs or WPMs may be tasked directly by the Security 
Lead to deliver a piece of security work, such as a risk assessment or 
accreditation plan. Either way, we’d suggest you engage with all of 
them to ensure security activities are identified and delivered in an 
agreed manner. You should have an Accreditation Plan that sets out 
the key security deliverables and when they will be made available. 
The Accreditor will take a very keen interest in this document – it is 
basically your project plan. 

Establish  
your  
stakeholders
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Data Owners, Information Asset Owners (IAO) or  
Information Risk Owners (IRO). 
You need to know where to go to discuss the risks that may be 
associated with the information. It is likely that there will be more 
than one involved as information sharing across organisations or 
projects becomes more prevalent. They may have different risk 
appetites for similar information strands or have a requirement for 
higher levels of assurance that security controls are in place and 
acting as intended. 

Supplier security personnel or technical staff. 
You’ll need to understand the constraints under which the supplier 
personnel are operating. They are likely to be building a solution to 
meet specific requirements in terms of performance, dimensions, 
or user interaction. The security lead needs to understand these 
constraints so that security controls that are likely to have an impact 
on them can be identified and alternative options considered or the 
associated risks accepted. The sooner you engage with the suppliers 
the better the overall outcome is likely to be.

Address how you will remain in contact with all the stakeholders 
early in the project lifecycle so that everyone knows where to go for 
security related advice. Establish a Security Working Group (SWG) 
and have the Terms of Reference (ToRs) agreed. The SWG must 
have oversight of all security activities and is the body that provides 
security governance. The Accreditor will be an essential attendee 
at the SWG. Any lack of attendance will undermine the authority of 
the SWG and may lead to problems in the future due to a lack of 
oversight. 

 The ToRs for the Security Working Group (SWG) should determine 
the escalation path, however experience has shown that it is often 
only a paper exercise until needed to resolve a critical issue. Have 
confidence that any issues that may impact the overall security 
of the project can be quickly and effectively escalate so there is 
minimal impact or delay. 

Decisions made at the SWG must be recorded in the minutes and 
widely distributed. Any decisions made outside of the SWG should 
be raised at the SWG for awareness, endorsement and recording. 
Have a process to track decisions back to where they were agreed 
and be able to articulate when and why a particular decision was 
made and who made it. It is inevitable that during the lifecycle of a 
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Summary

With a pro-active and capable Security Lead driving 
information assurance requirements and championing 
the delivery of effective security controls that are 
balanced with the business needs, a project is more 
likely to deliver what was required, on time, and with 
a big accreditation tick in the box. Job done. 

Although the role of a Security Lead can often be 
a complex and time consuming one, with a bit of 
planning, preparation and a determination to get 
involved the role can be very rewarding and add real 
benefit to any project. 

We hope that through sharing our experience 
within this document we have given you a greater 
understanding of the core responsibilities of this role 
and how to make it successful.  

If you have any questions or would like any further 
information, please get in touch. 

Plan, plan 
and more 
planning

7 major project the same questions will come up time and time again. 
Your role is to avoid nugatory effort or conflicting decisions arising. 
All Project Managers love a good plan and spend most of their time 
doing it. This should be no exception for you as Security Lead – you 
should see yourself as Project Manager for security related activities. 
Key planning requirements are: 

Accreditation Plan. 
As previously mentioned the Accreditation Plan should provide the 
detailed breakdown of what security activities are to take place, 
over what time frame, to what standard and by whom.

Assurance Planning. 
The requirement for assurance planning is worth a special mention. 
The specialist resources needed to conduct IT Health Checks (ITHC), 
Vulnerability Assessments, CESG Tailored Assurance Service (CTAS) 
tests and a plethora of others all take time, effort and cost to put 
in place. If these factors have not been identified in formal security 
activity planning they are likely to be overlooked or rushed which 
may impact on the overall accreditation outcome. It is reasonable 
to expect assurance activities to be part of the Accreditation Plan. 

Alignment. 
Ensure that security plans align with the wider project plans and they 
don’t conflict. It is often the case that a lack of adequate security 
engagement throughout the project lifecycle has significant impacts 
on other project deliverables as security requirements seep into 
the project consciousness. Trying to shoehorn security controls into 
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Meet Paddy Keating

Paddy is our resident Public Sector Security Lead adviser, with over 
15 years’ experience of delivering secure ICT projects within the 
Public Sector. He is a full member of the Institute of Information 
Security Professionals and a CLAS Consultant, certified as a Lead 
Security & Information Risk Advisor and Senior Accreditor. We invite 
you to pick his brains in a free, one-hour consultation. All we ask in 
return is a decent cup of tea and a few biscuits.  

If you believe your project team could benefit from having a 
dedicated, independent client side Security Lead to help you 
deliver a secure system contact Dave James to arrange a free, 
no obligation consultation with our Security Lead adviser Paddy 
Keating.  

CALL US NOW
01452 881712

FREE ONE-HOUR CONSULTATION
To arrange your free consultation 
with Paddy contact MD Dave James: 
dave.james@ascentor.co.uk or Call >

Contact info

Ascentor Ltd
5 Wheatstone Court  
Davy Way
Waterwells Business Park, 
Quedgeley, Gloucester 
GL2 2AQ

More About Us 

Ascentor are Information Risk Management (IRM) 
specialists. We are currently delivering Accreditors and 
Security Leads to a number of high profile government 
organisations including the Ministry of Defence. Our 
experience has been developed over many years 
delivering successful project security solutions to meet 
demanding accreditation requirements. PSN and 
G-Cloud solutions are currently flavour of the moment 
and Ascentor consultants are actively influencing 
designs and accreditation solutions. 
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