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About this Research
Information Risk Management advisors Ascentor commissioned OnePoll to conduct a nationwide
survey into employee behaviour. We wanted to show that information risk is not just about cyber
attack and is should not be pigeonholed as an IT issue. As the results prove, it has a very human
face.
The survey of 1000 people across the UK in June 2012 revealed that more than half of all employees
are prepared to sabotage the company they work for as an act of revenge. Disgruntled
employees pose a real threat to information security.

About Ascentor
Ascentor are independent Information Risk Management specialists who view information security
as a powerful business enabler. The high value advice we give protects your information and
strengthens your business for the future.
Whether you are a commercial business, Government department, public sector organisation or
Government supplier we want to help you raise your game.
Ascentor helps you put the risk into context, with pragmatic controls that manage the risk at every
level, delivering the efficiencies your business needs.
Information is a valuable business asset. Any organisation that wants to be competitive, profitable
and trusted today must protect its information from risk.

Your Ascentor contact
Contact

Tony Matthews

Telephone:

01452 881712

Mobile:

07917 732 640

Email:

tony.matthews@ascentor.co.uk

Twitter:

@ascentor
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Executive Summary
If you employ people, you carry an information risk. If we were to add human error
to the picture the people element of information risk would come into clearer
focus still. You need to understand the human face of information risk, and then
manage it.
Independent research, conducted exclusively for Ascentor, reveals that over half of the UK
workforce, 15 million people, would be willing to deliberately sabotage their employers by way of
its information. And two million already have.
x

More than half of all employees are prepared to sabotage the company they work for as
an act of revenge, according to the survey.

x

Not being paid enough, a lack of respect from the boss, being passed over for promotion or
being made redundant, were given as the main motives.

x

And a bitter 7% of the workforce confessed they already HAD thrown a spanner in the works
- in some cases literally - to get their own back.

The nationwide survey by OnePoll on behalf of Ascentor, the information risk management
specialists, revealed that more than half (57%) of employees are willing to compromise company
information in an act of sabotage.
As a motive, not being paid enough (27%) is only marginally ahead of lack of respect from their
employer/a personality clash, which one in four people selected (25%).
More than a fifth of people (21%) admitted they would be prepared to compromise their company
if they missed out on a promotion. At 15%, redundancy is the lowest motivation for sabotage.
Women were found to be more loyal than men, with nearly half (46%) of women saying they
ZRXOGQ·WFRPSURPLVHWKHLUFRPSDQ\FRPSDUHGWR% of men. Sending information to rivals (25%)
and deleting or moving valuable files/information (22%) is the most popular means of sabotage for
men. Women, however, are more likely to spread malicious gossip (21%) than use technical means.
The survey of 1,000 employees across the UK reveals that seven per cent of people have already
wilfully compromised their company.
This figure of 7% is alarming. There are 29.1million people in the UK workforce, which could equate
to more than two million people who have already deliberately sabotaged a business. You might
not even know about it yet. Activities reported equate to tampering with one of your most
important assets ² your business information. The consequences of this sort of information sabotage
are frightening, with some of the people we surveyed employed in high impact jobs like finance
(10%), computing, electronics and telecoms (11%), and government/public sector jobs (7%).
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Methods of sabotage revealed in the survey included one employee who sabotaged the
FRPSDQ\·VSDWHQWDSSOLFDWLRQZRUWKPLOOLRQVLQUHYHQXHE\VHQGLQJSUHYLRXVDUWZRUNWRWKH
Intellectual Property Office. Another manipulated a tender process by doctoring quotations from
contractors.
The survey also indicated that the construction industry suffers the brunt of company sabotage,
with more than three out of four (78%) of employees saying they would compromise their business ²
HVSHFLDOO\LIWKH\IHOWWKH\·GPLVVHGRXWRQDSURPRWLRQ % RUZHUHQ·WSDLGHQRXJK DOVR%).
Teachers and lecturers came top of the class, with only 31% willing to compromise the education
sector.
People in the South East were revealed to be the least likely to compromise their company, with
the lowest regional figure of 38% saying they would. This compares to the West Midlands, where
nearly three out of four employees ² a staggering 74% - admitted they would compromise the
company they worked for.
In the East Midlands, an alarming 30% of the workforce admitted to having already deliberately
sabotaged their company ² WKDW·V% higher than the national average of seven.
The survey also revealed that young adults aged 18-25, are 12% more likely to sabotage their
workplace than the 55+ age group. They are also more than three times likely to do it due to poor
pay (38%) compared to their elders (17%).

Whilst protecting your company from a

These findings highlight a potential hole
in the information security strategy of

faceless hacker is important, thinking about

companies up and down the land,

that disgruntled employee may be just as, if

where the focus on cyber threats can

not more, important to your information

often lead to internal threats being

overlooked.
security.
Whilst protecting your company from a faceless hacker is important, thinking about that disgruntled
employee may be just as, if not more, important to your information security.
This translates that if you employ 100 people, there are there are 57 people who would engage in
these sorts of activities. Seven individuals on your payroll who have already stolen data, leaked
information to competitors, tampered with important files or systems, spread malicious gossip or
stirred up trouble amongst your team. This number rises to 11 if you ask their colleagues.
Staff PRUDOHLVWKHELJJHVWFXOSULWKHUH6RLI\RXWKRXJKWLQIRUPDWLRQULVNZDVDQ,7LVVXHLW·VWLPHWR
think again.
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What this means for your business
Information security is not an IT issue;; it needs to move off the technology to-do list and
onto the Boardroom agenda.

If you employ people, you carry an information risk. You need to understand it
and manage it.
Staff morale is the biggest culprit in triggering information sabotage of this kind;;
your HR manager needs to be involved in your Information Security Strategy.
Deliberate sabotage is just one element of the human face of information risk;;
human error, people policies, recruitment, amongst other things, need to be
considered as part of your Information Security Strategy.
Research headlines:
Over half, 57%, representing 15million people would sabotage their employer.
7%, representing 2million people, admit to already having done so.
In many industries potential information saboteurs reached upwards of 70% of the workforce.
7KHFRXQWU\·VNH\ZRUNHUV like Government and Public Service are not immune with 53% saying
they would, and 3% of people in this sector admitting to having done so.
,W·VDWLPHERPELVVXHZLWK\RXQJHUJHQHUDWLRQVLQFUHDVLQJO\ZLOOLQJWRVDERWDJHWKHLUHPSOR\HUV

What does this mean?
The sorts of activities people admitted to:
± Stealing data;; this could put you in breach of the Data Protection Act and depending on
where the data ends up leaves you open to attack or at a strategic disadvantage.
± Sending information to competitors;; this could lead to a direct loss in business or a long-term
degradation in your competitiveness.
± Spreading malicious gossip;; misinformation in the marketplace can be just as harmful as
data loss, affecting your company reputation.
± Using divisive speech amongst colleagues;; stirring up trouble could further exacerbate the
issue by affecting team morale.

±

Deleting or moving valuable information;; this could have disastrous knock-on effects on any or

all of your company systems. RBS and NatWest have just shown us the effect of a major systems
failure in spectacular fashion.
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Findings Overview
Why would you compromise the company you work for?
7KDW·VRIWKHPLOOLRQSHRSHLQWKH UK workforce, representing more than 15 million
UK workers ready to sabotage the company they work for.

Well over half (57%) of the people polled said that there were circumstances in which they would
deliberately sabotage or compromise their employer. In the current economic climate the 15%,
representing 4.3m of the working population, citing redundancy as a reason to do so should ring
alarm bells across the country. ,I\RXDUHWKLQNLQJWKDWWKLVRQO\DSSOLHVWRVWDIIZLWKDFFHVVWR,7LW·V
worth remembering that Information is not only held on computers;; paper still has a major part to
SOD\LQPRVWRUJDQLVDWLRQVDQG\RXFDQ·WHQFU\SWWKH information held LQSHRSOH·VKHDGV

1%
25%
43%

Lack of respect from your employer
Missing out on a promotion

21%

Not being paid enough
Redundancy
N/A I wouldn't

15%
27%
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Have any of your colleagues
ever deliberately sabotaged or
compromised your company?

Have you ever sabotaged or
compromised the company
you work for?

Yes: 11.9%

Yes: 7% (No: 93%)

(No: 50.8%'RQ·WNQRZ )

Over 200,000 people

Over 345,000 people

,W·VQRVXUSULVHWRILQGWKDWSHRSOHDUHPRUHUHDGLO\ZLOOLQJWRWHOORIWKHZURQJGRLQJRIDWKLUGSDUW\
than admit to it themselves. What this means for information security, is that the internal threat may
be more serious than the headline 7% figure suggests.

If you were to deliberately sabotage or compromise your company,
would you...

Other
21%

Steal data
14%

Send info to rivals
19%
Delete or move
valuable
information
17%

Divisive speech
13%

Malicious gossip
16%

'DWDWKHIWDQGLQIRUPDWLRQEHLQJOHDNHGWRULYDOVZRXOGXVXDOO\EHVHHQRQDFRPSDQ\·V
information risk register. However, not many companies would automatically link this to staff
dissatisfaction rates.
The 17% of people who said that they would delete or move valuable information said that they
would change passwords, filing structures, etc. This could wreak havoc in any organisation.
$QHIIHFWLYHLQIRUPDWLRQULVNPDQDJHPHQWVWUDWHJ\LQFOXGHVOLVWHQLQJWRZKDW·s being said about
your company, which should capture and stem any malicious gossip.
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Using divisive speech amongst colleagues is something that good internal information
management should uncover. This would need careful management by your HR team and
effective training of your people managers.
There are several factors to consider here, the largest quantifiable one being the passing on of
information to rivals, followed closely by malicious gossip.
The first of these would often be associated with accessing customer databases or other customer
information. There is certainly an IT element to reducing this risk. However, it could as easily be as a
result of a conversation about a pending product launch in local bar, written collateral, or even a
physical prototype being passed to a competitor by a disgruntled employee.
:LWKUHJDUGWRPDOLFLRXVJRVVLSZH·YHREVHUYHGLQSUDFWLFHWKDWWKLVZLOORIWHQVWDUWLQWHUQDOO\ and
can manifest a negative effect within the organisation or department if left un-checked. However,
\RXFDQ·WDVVXPHWKDWLWVWRSVKHUH,IWDNHQRXWVLGHRIWKHEXVLQHVVHYHQE\ZD\RIOHWWLQJRII
steam with their partner or a close friend, the pursuant word-of-mouth could lead to a significantly
GHWULPHQWDOHIIHFWRQWKHRUJDQLVDWLRQ·VUHSXWDWLRQ$QGRIFRXUVHWKHVHHPSOR\HHVDOVRWDONWR
suppliers and clients.

If taken outside of the business, even by way of letting off steam
with their partner or a close friend, the pursuant word-of-mouth
could lead to a significantly detrimental effect«

Both areas pose a challenge to any employer. Having an effective Employee-Manager relationship
within the business is essential, coupled with robust HR policies and processes in place. This needs to
form a clear part of an organisation·Vinformation risk management system so that in the event an
employee feels aggrieved or dissatisfied there is a process in place for this matter to be dealt with
swiftly. Where clear and effective processes of this kind are put into place, with the inclusion of an
escalation process, what starts as an internal matter will more likely remain an internal matter.
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Findings by Gender
Gender had a minimal impact on the responses to these questions. Any out-dated or stereotypical
views of women as passive or loyal in the workforce are forcefully refuted by the research. There is
nothing in these findings to suggest that gender-specific controls are required as part of Information
Risk Management.

Why would you compromise the company you work for?
I wouldn't
Other
Redundancy
Not being paid enough
Missing out on a promotion
Male

Lack of respect from your
employer/personality clash

Female
0%

10%

20%

30%

40%

50%

Have you ever sabotaged or compromised the company you work
for?
Yes: 6.2% (No: 93.8%)

Yes: 7.8% (No: 92.2%)

Have any of your colleagues ever deliberately sabotaged or
compromised your company?
As they were talking about a third party, we cannot determine the gender of the person to whom
they are referring. As such, findings are not reported.
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If you were to deliberately sabotage or compromise your company,
would you...

Other
25%

Steal data
12%
Send
information to
rivals
16%

Delete or move
valuable
information
Spread
17%
malicious gossip
Use divisive
18%
speech
12%

Other
18%

Delete or move
valuable
information
18%

Steal data
15%

Send
information to
rivals
20%

Use divisive
Spread
speech malicious gossip
14%
15%
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Findings by Region

3HUFHQWDJHRISHRSOHZKRZRXOGVDERWDJHRUFRPSURPLVHWKHLUHPSOR\HU·VEXVLQHVV
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Why would you compromise the company you work for?
Yorkshire and the Humber
West Midlands
Wales
South West
South East
Scotland
Northern Ireland

Lack of respect

North West

Missing out on a promotion

North East

Not being paid enough

London

Redundancy

East Midlands

Other

East Anglia

0% 20% 40% 60% 80% 100%

Have you ever sabotaged or compromised the company you work
for?
A colleague has

I have

Yorkshire and the Humber
West Midlands
Wales

South West
South East
Scotland
Northern Ireland
North West
North East
London
East Midlands
East Anglia
0%
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If you were to deliberately sabotage or compromise your company,
would you...

Yorkshire and the Humber

West Midlands

Wales

South West

South East

Scotland

Northern Ireland
Other

North West

Delete or move valuable
information

North East

Use divisive speech
London

Spread malicious gossip

East Midlands

Send information to rivals
Steal data

East Anglia
0%

10%

20%

30%

40%

It may be that regions with less stable employment, or where industries in which this behaviour was
more prevalent, account for the higher incidence in certain regions. Further interrogation would be
needed to expose the reasons for the variations.
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Findings by Age Range
Why would you compromise the company you work for?
55+

45-54

35-44
Lack of respect
Missing out on a promotion

25-34

Not being paid enough
Redundancy

18-24

Other
0%

20%

40%

60%

80%

100%

120%

It·s possible the younger age groups score more highly here as they have built up less loyalty to the
organisation. The focus of the younger groups on perceptions of being underpaid may be
exacerbated by the current lack of employment for young people and graduates leading to
degradation in the salaries offered by employers to people in these age brackets.
It could also be explained by a wider attitudinal shift in the younger generation, for whom freedom
of information is increasingly seen as a right. With social media and movements of organisations like
Wikileaks, helping younger people to see why an organisation may need to keep its information
private may require further training and education.

It could also be explained by a wider attitudinal shift in the
younger generation, for whom freedom of information is
increasingly seen as a right.
$OWHUQDWLYHO\LWFRXOGEHWKDWZLWKPDWXULW\FRPHVOR\DOW\DQGWKDWDWWLWXGHVLQUHODWLRQWRRQH·V
employer shift over time. It would be interesting to see what a similar survey would tell us in 10 years
time when the younger people in the survey are occupying the senior management positions
across the UK.
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Have you ever sabotaged or compromised the company you work
for?
A colleague has

I have

55+

45-54

35-44

25-34

18-24
0%

2%

4%

6%

8%

10%

12%

14%

16%

If you were to deliberately sabotage or compromise your company,
would you...?
55+
Steal data
45-54

Send information to rivals
Spread malicious gossip

35-44

Use divisive speech
25-34

Delete or move valuable
information
Other

18-24
0%
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Findings by Sector
Sector

Would

Has

Why (top reason)

How (most responses)

Marketing

82%

12%

Missing promotion

Gossip or divisive speech

Construction

78%

13%

Missing promotion or low pay

Info to rivals

Transport & Distribution

75%

4%

Lack of respect

Steal data

Hospitality

73%

14%

Lack of respect

Info to rivals

Industry

70%

24%

Missing promotion or low pay

Info to rivals

Media & Publishing

69%

14%

Lack of respect or low pay

Other

Design

66%

11%

Low pay

Not clear

Property

66%

12%

Low pay

Info to rivals

Environmental Services

64%

8%

Missing promotion

Divisive speech

Health

62%

2%

Lack of respect

Other

Travel & Tourism

62%

5%

Lack of respect or missing promotion

Other

Telecoms

55%

3%

Lack of respect

Delete or move info

Gov. & Public Service

53%

3%

Low pay

Delete or move info & other

Computing & Electronics

52%

11%

Low pay

Other

Entertainment

50%

/

Missing promotion

Other

Legal

50%

/

Lack of respect

Delete or move info

Voluntary Sector

48%

/

Lack of respect or missing promotion

Other

Finance

48%

3%

Lack of respect

Delete or move info

Retail

48%

/

Lack of respect

Other

Utilities

48%

/

Missing promotion or low pay

Divisive speech

Agriculture

40%

/

/

/

Culture & Sport

39%

/

/

Delete or move info

Education

30%

/

Low pay

Other

Other

56%

2%

/

/

The vast majority of the sectors surveyed follow the pattern of having over half of their workforce
willing to sabotage their employer. Even those industries where Information Risk Management is a
high priority, like Government and Finance, have a significant issue.
The massive 24% of people from Heavy Industry who admitted to already having compromised
their company is worthy of note. Their reasons were poor pay or missing promotion, and they would
do that by sending information to rivals. The impact this action could have on this sector are varied;;
from short term loss of sales and longer term degradation of competiveness.
For those in this sector, or for any sector that has a concern about their information security position,
the advice is to carry out a review of your current information security controls against a risk
assessment to see if there is a gap between what you are protecting against what you should be
protecting.
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FREE RESOURCES
Seminar: The Human Face of Information Risk
6th September 2012 | Central Bristol

3DSHU7KH%RDUG·V*XLGHWR,QIRUPDWLRQ5LVN
Receive your copy when you subscribe to receive our monthly email newsletter
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Appendix
Appendix A. Data Sample
Full sample

1000 UK adults

Gender

Female: 486 | Male: 514

Age

18-24: 128 | 25-34: 384 | 35-44: 266 | 45-54: 136 | 55+: 86

Region

East Anglia:
61
East Midlands: 57
London: 176
North East:
58
North West:
98
N. Ireland:
60
Scotland:
86
South East:
88
South West
76
Wales:
71
West Midlands: 90
Yorkshire & Humber: 79

Sector

Finance (e.g. Banking, Insurance, Accountancy): 98
Hospitality (e.g. Accommodation, Restaurants, Fast Food):37
Transport and Distribution: 85
Construction: 72
Property: 51
Industry (e.g. Manufacturing, Heavy Industry): 72
Computing, Electronics: 82
Engineering: 47
Media and Publishing: 29
Marketing (e.g. Marketing Consultancy, Advertising, PR): 25
Government, Public Services: 74
Telecoms: 31
Entertainment (e.g. Music, Film, Theatre): 8
Travel and Tourism: 19
Voluntary Sector (e.g. Charities, Membership Organisations): 23
Retail: 38
Agriculture: 5
Utilities (e.g. Gas, Electricity etc.): 13
Design (e.g. Fashion, Graphic Design, Product Design): 9
Cultural and Sporting Activities: 7
Legal: 20
Environmental Services (e.g. Sustainability, Recycling, Alt. Energy):12
Education (Teachers, lecturers): 52
Health (Nurses, GPs, social workers): 46
Other: 45

OnePoll, The Media Village 131-151 Great Titchfield Street London W1W 5BB | www.onepoll.co.uk
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