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An Introduction for the Board 

1 

This discussion paper from 

Ascentor demystifies 

Information Risk 

Management, helping all 

members of the Board to 

recognise and 

communicate the risks in 

business terms.  

Written for leaders of small 

and large organisations 

alike this is a pragmatic 

guide on how to protect 

your valuable information.  

Chart your way through the information security maze 

What sets one organisation apart from another is often the 
knowledge it holds – whether this is in people’s heads, in 
documents, in databases, in the Cloud. Information is a valuable 

business asset and must be protected.   

Information security is a high profile issue 

never far from the news – whether it is lost 

laptops or full-blown cyber attack. 

Combine this with increasing statutory, 

regulatory and contractual obligations 

and protecting the business from 

information risks becomes a growing 

business priority.  

In our digital age the threat to 

information is ever increasing. 
Businesses must exercise new levels 
of vigilance and control. The Board 
needs to make a firm commitment 
to managing information risks.   

But what does information security mean 

for your business? What exactly are the 

risks and how does your organisation start 

to manage them? Most importantly, what 

are the business benefits if you’re going to 

invest in getting it right? Where should the 
responsibility lie? 

If you want to learn more 

about information security and 

how effective Information Risk 

Management can protect 

your valuable information  

then this paper is for you.  
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We hope it will help you and your 

organisation to start thinking about 

information risk management and to 

see this as a way of strengthening 

your whole business for the future. 

 

Information  
Risks 

IT or Computer 
Security 

Information  
Security 

The risks that every 

organisation that uses 

information faces today – 

the growing need to 

protect the information 

they rely on from loss, 

damage or malicious 

attack 

The technical security 

controls used to protect the 

functionality of IT systems or 

the information they 

contain 

All controls (physical, 

procedural, personnel and 

technical) that are used to 

protect the confidentiality, 

integrity and availability of 

information, regardless of 

form. ‘Information Security’ 

is the result we all want, 

adequate protection for 

valued information 

Information 
Assurance (IA) 

Cyber  
Security 

Information Risk 
Management 

Expands on Information 

Security to highlight the 

need for formal assurance 

requirements. IA is the term 

used by most western 

governments. Information 

Assurance is  

“The confidence that 

information systems will 

protect the information they 

handle; function as they 

need to, when they need 

to; and be under the 

control of legitimate users” 

Expands on Information 

Assurance to include the 

ability to proactively 

respond to the threats. 

Cyber security involves 

protecting information by 

preventing, detecting and 

responding to attacks 

The solution – the process  

of identifying, understanding 

and managing the risks to 

your information within the 

context of an organisation’s 

business needs. Information 

Risk Management is:  

“The systematic application 

of management policies and 

procedures and practices to 

the tasks of analysing, 

evaluating, treating and 

monitoring information 

related risks” 

This paper will help your leadership 

team to put information risks into 

context and start to take action to 

manage any threats to the business. 

Under the banner of corporate governance the Board is responsible 
and accountable for all business risks, including the risk to the 
information you hold.  

Some important definitions 
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The Importance of Information Security 

Would you deal with a company that had lost customer information? 

No business or organisation today that handles information can guarantee it will 
never suffer losses. 
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It doesn’t matter what business you are in: 

commercial or public sector, small 

company or large corporation, information 

is a valuable business asset and needs 

protection.  

Protection means 3 things: 

Confidentiality Integrity Availability 

Your information should 

only be accessible to those 

with a genuine business 

need. You wouldn’t share 

payroll information with 

everyone in the company 

for obvious reasons but it’s 

not just payroll: have you 

thought about other types 

of information and who 

may have access? 

Your information needs 

protection from 

unauthorised changes. 

Who makes changes to 

your systems and have they 

been authorised? Are the 

changes in line with the 

company’s policies? 

Imagine if your payroll 

system was not available at 

the end of the month when 

employees expect their 

wages? There will be other 

information that is needed 

at critical times too. Take 

steps to ensure it is 

available to the right 

people at the right time.  

               This country needs an 

increased capability to protect 

ourselves not only against cyber 

attacks on the government but 

on businesses and individuals. 

Such attacks can in the future 

become a major threat to our 

economic operations in this 

country, to our economic welfare 

and to national infrastructure. We 

have to make sure we are 

protecting ourselves. 

William Hague 

Foreign Secretary 
speaking on the BBC, October 2010 

Information can leak out through many 

gateways. If your valuable customer or 

company information is compromised, 

hacked or maliciously stolen, your 

organisation could face financial loss or 

damage to its reputation. The Information 

Commissioner is fining companies tens of 

thousands of pounds for loss of personal 

information. Information loss is therefore a 

major business concern. The impact of 

information loss has always been there, but 

in a digital age where we do business 

electronically the risk has increased 

exponentially. Every business needs new 

levels of vigilance and control.  

Information systems are important here as 

they give access to, and store, your 

information and this must be available when 

you need it. They have to meet stringent 

security requirements to ensure the right 

protection is in place. 

We are talking about information in its 

widest terms – customer details and 

customer data, personal information on 

your employees, company information and 

intellectual property or government data.  
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“British companies have been told by 

ministers to raise their game in the fight 

against cybercrime after a government 

study showed industrial espionage and 

intellectual property theft on their own 

were costing the economy £17bn a year.” 

                                     FT.com, Feb 2011  

But technology isn’t the whole story – 

people, process, policy, procedures and 

physical controls are equally important if 

you want to prevent data loss. There’s the 

human factor: the most likely exit point for 

information is through people and their 

actions. Improving awareness is vitally 

important. 

One of the biggest problems that many 

organisations face is that they do not know 

where all their information is, let alone how 

to protect it. Some may have carried out a 

data audit when privacy legislation first 

came in (the Data Protection Act arrived in 

1998) but many struggle to keep their 

documentation up to date. When you are 

busy running your business information 

volumes creep up on you over time. You are 

so close to the information you may not 

realise its real value.  

THE BOARD’S GUIDE TO INFORMATION RISK 
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£17billion 
Industrial espionage and  

Intellectual property theft  

contributed to a cost of 

£17 billion in the UK p.a. 

Source: FT.Com, Feb 2011 

This can happen quickly - particularly with 

high growth successful businesses. There’s a 

need for proactive, robust and effective 

processes and procedures to identify risk, 

measure it, treat it, and to monitor how 

effective controls are at reducing it. 

Now more than ever, every organisation 

that values its information needs 

appropriate security controls and expert 

information risk management.  

TJX (parent of TK Maxx) hacked 
information stolen on tens of millions of credit and debit card details – unprotected 

wireless network 

Heartland Payment Systems hacked 
tens of millions of transactions compromised – computers infected with malware 

RSA subject to sophisticated and targeted attack  
that began with ‘spearphishing’ email 

Bank of New York Mellon suffers physical security breach  
potential compromise of personal details of 12.5 million customers – lost data back up tape  

Epsilon email marketing company could face $4 billion in damages 
customer databases of names and email addresses hacked – sophisticated 

‘spearphishing’ campaign 

HM Customs and Excise chairman forced to resign 
2 disks lost in internal post containing personal information of 25 million families in the UK 

HSBC Bank fined £3.2 million by FSA  
for losing details of 180,000 life insurance customers – unencrypted floppy disk lost in the post 

Nationwide Building Society employee laptop stolen  
from his home containing confidential customer details, resulting in a £980,000 fine - 

failure to manage or monitor downloads of data onto portable devices 

DigiNotar (Dutch web certificate issuer) files for voluntary bankruptcy 
hacker attacked operational IT systems and generated fake certificates. - loss of 

reputation is cause of downfall. 

Sony PlayStation Network suffers security breach 
up to 24 million users affected and personal, billing and password security questions 

stolen. Sony expects to pay out $171 million in new protection, and image building 

Top 10 Information Security Breaches 
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At Ascentor we understand information risks but we are not in the 
business of scaremongering.  

The Opportunity for Your Business 
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Mastering Information Security Makes Sound Business Sense 

1 
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An information security incident will 

shake customer confidence and cost 

you money. Effective Information Risk 

Management will protect your business. 

Robust Information Risk Management 

often means competitive advantage 

through an increase in trust that will 

improve the company’s reputation for 

better sales results. 

Mastering information security gives you 

the visibility and confidence to make 

better business decisions – decisions 

based on real risks, not rumours or 

scaremongering. 

Information Risk Management can save 

money through more efficient controls, 

more effective architectures and 

appropriate levels of protection. 

Information Risk Management includes 

business continuity: keeping the business 

going in unforeseen circumstances or 

emergencies. 

Knowing where your information is will 

enable you to put your hands on the 

right details fast: faced with any request 

you’ll have full visibility. 

A well thought out Information Risk 

Management process will make you more 

responsive, more reactive. 

You will be more likely to achieve your 

mission and goals because business 

operations will be more predictable. 

Understanding and managing your risks 

means peace of mind – you’ve got the 

risk covered. 

Effective Information Risk Management 

will reduce fluctuation in the business 

and help you raise your game. 

There’s a positive message here too, an 

opportunity for your business and a positive 

challenge for the Board of Directors. 

Robust information risk management will set 

your business apart. If you understand the 

risks and get your security practices and 

architecture right you’ll build confidence 

and trust with both customers and partners.  

How do you reduce your exposure to 

information risks? Engage in a process of 

Information Risk Management. Effective 

Information Risk Management is not a silver 

bullet, but it will help not only protect your 

information from risks, it will also act to 

strengthen your whole business.  

 

Good information 

security will 
enhance national 
prosperity 

       The opportunity is that if the UK can demonstrate 
to the world that it has higher levels of information 
assurance and integrity and is better at managing 
information and networks than its competitors, we 
will have a national advantage commercially… 

Sir Kevin Tebbit, Former GCHQ Director  
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Your Responsibilities as a Board 

As a Board of Directors you are charged with managing the risks the 

organisation faces in a proactive manner under the Companies Act 2006, 

and under corporate governance guidelines applying to various industries 

(such as the New UK Corporate Governance Code 2010). Failure to meet the 

requirements of such laws and guidelines can put you at risk from both civil 

and criminal proceedings.  

Information Risk Management can save you money 
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Three examples of cost savings achieved with Ascentor’s  
Business-focussed Information Risk Management approach: 

3 million 
saved for a Government IT department by 
implementing more efficient information security 
controls and architectures that were fit for purpose 

saved for Southampton Football Club by 
recommending centralised approach to their 
information security compliance requirement 

saved for an IT department by implementing 
appropriate protection (not over-protection) of 
sensitive information 

500,000 

1 million 

Not managing the risks to your information is 

the classic ‘slopey shoulder’ approach: while 

it affects all areas of the business it is often 

not prioritised at Board level or seen in its 

widest perspective. In many organisations it is 

pigeonholed as an IT issue and as such sits 

with the Chief Information Officer or Finance 

Director but because it is a technical issue it 

doesn’t come to the fore. Often no one owns 

information risk at Board level. Yet it is a Board 

issue that needs someone with company-

wide accountability to take control. 

As a Board you will need first and foremost 

to make a firm commitment to managing 

information risk, developing an information 

risk management strategy that sets out 

principles, roles, responsibilities and a sound 

system of internal controls (your ‘security 

architecture’). An Information Risk Register is 

a good mechanism for identifying and 

treating risks. All the international security 

standards require the production of policies 

to provide direction to employees. These 

policies will define your position on all 

aspects of information security and these 

policies are at the heart of your 

management of risk.  
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Take a holistic view of information risk 

Getting information risk management right involves the whole 

business, from top to bottom.  

Eight Critical Considerations for the Board 
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1 

Information risk means a 
strategic decision 

Information risks, like any risks, can 

either be: 

Treated: action is taken to 

reduce the risk 

Transferred: offset, for example 

by buying insurance 

Terminated: the cause of the risk 

is removed completely 

Tolerated: accepted by the 

Board 

 

The action you take depends 

on your business objectives.  

How will you manage the risk? 

An organisation’s information assets are 

many and varied – from personal information 

on your customers, to confidential company 

information and intimate staff details. 

Information risk needs strategic thinking and 

a broad view. 

Risk management is not about 
avoidance, but balance.  

It’s about identifying your most important 

assets and the threats and vulnerabilities you 

face as a consequence of the company 

doing business. What is the  impact – can you 

live with resultant risk? If you cannot, take 

action to reduce the  vulnerability or the 

impact. This action could be a roadmap, a 

strategic intent to solve  the problem and 

reducing exposure over a period of time. In 

case of an incident, be  prepared – have a 

plan for how you operate when your 

information is unavailable.  

Without a Board level strategic view,  

strategic direction is difficult. It’s your 

company and it’s your risk, so it’s for you to 

manage. The Board needs to take a top 

down, holistic view and a  positive approach 

to managing the risk. 
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Make someone accountable 

In every organisation there should be a Senior Information Risk 
Owner (SIRO).  

2 
The Board is accountable and needs to 

make someone responsible for information 

risk – a champion of all information security 

matters and the focal point through which 

the whole organisation can channel 

information security concerns to the Board.  

Chief Information Security Officer 

Roles and responsibilities  

The CISO role should sit with an executive director (not a non-executive).  

The role of the CISO is to ensure the Board is aware of its responsibilities and 

carries them out diligently. Their principle objective is to advise the Board on 

information risk and suggest the most appropriate course of action. 

Their task is to develop and implement an information risk management 

strategy and to ensure that there is an appropriate information security policy 

that reflects the Board’s decisions.  

The CISO is responsible for making improvements to information security across 

the business. This may be through the introduction of physical, procedural, 

personnel or technical mitigation measures. 

They need deep knowledge of the principles of information risk management 

and an understanding of the strategic business drivers. They must understand 

the risks to the business and be able to balance risk versus benefit for business 

decisions. 

The CISO should have sufficient resources to implement effective information 

security plans. 

The CISO is the organisation’s information security conscience – helping the 

Board make sound decisions with information risks in mind. 

The SIRO – most often known as the Chief 

Information Security Officer or CISO - will 

need to convince the Board of the business 

case for effective management of 

information risk. Without formal Board 

approval it is unlikely that changes to the 

information security culture within the 

business will be successful.  
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Just as your information assets are many and 

varied, your information risks are too. 

Although secure information systems are of 

huge importance, technology is not the 

whole story. Not all information is stored on 

computers – it is physical too: it is filed in 

cabinets, carried around in folders, taken 

outside your office, it’s in people’s heads. It all 

needs protecting regardless of the medium it 

is stored on. The threats aren’t purely from 

cyber crime. Environmental incident, loss or 

physical theft are less newsworthy but equally 

dangerous and in some cases more likely. The 

human factor makes us particularly 

vulnerable. If you look at the Top Ten 

Information Security Breaches on page 4, 

Information risk is not just an IT Issue… 

you’ll see a mix of scenarios – some arising 

from cyber attack, but others due to a lack 

of physical controls or basic human error.  

What every organisation needs is parity and 

balance: the right mix of physical, 

procedural as well as technical controls – in 

line with your business objectives. 

Again we strongly advise the Board to take 

a holistic approach to information risk – right 

across the business: physical, procedural, 

personnel and technical. Task each Board 

member to go and investigate risk in their 

area. You’ll find questions to help them 

starting on page 13. 

Which of your gates are open? 

 

…but you have to be cyber savvy 

Today there is more information than ever before. 

There’s the openness of the Internet, outsourcing, Cloud computing and social media too – 

new threats and vulnerabilities each year. Technical equipment and systems today are 

designed to be function and feature rich, not necessarily secure. Windows PCs only had a 

built-in firewall recently!  

3 

4 

“If I want to know the risks to my information I ask my IT guy.” 

Reduce how vulnerable your IT assets are 

to malware and other threats by 

applying ‘system hardening’. Don’t give 

normal users administrative privileges 

and turn off unwanted or unused 

services. 

Protect against unauthorised users 

accessing your information. Have an 

effective authentication regime, strong 

passwords that are changed regularly 

and not written down on a Post It note. 

Add biometrics or tokens where 

appropriate to reduce the password 

length and make it more user-friendly. 

Get the basics right and you’ll be a long 

way towards making your information 

systems more resilient. 

 

Doing the basics will stem many of the threats 

to your information systems: 

Protect your information from network-

based threats. Where appropriate, use 

firewalls and proxies and reduce the open 

network ports to those absolutely 

necessary for the business. 

Protect against the impact of losing 

company information on mobile devices 

and removable media. Encryption is most 

valuable here. The HMRC incident would 

not have been anywhere near as 

catastrophic if the CD containing all that 

information had been encrypted.  

Protect your information from cybercrime. 

Ensure your IT hardware is patched and 

has Anti Virus software installed and most 

importantly, keep both up to date. 

9 
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People are often the weakest link in securing information within any 
organisation – the easiest way to get information has always been 

to subvert people, either with money, goods, services or via ‘social 
engineering’ – it’s not a new concept. People make mistakes. 

Lost laptops or disks, saying the wrong thing loudly on the phone on the train, leaving a folder  

of sensitive customer details in the pub: all can have a serious impact.  

Not following the businesses security policies 

and procedures can have unintended 

consequences. These can range from making 

unauthorised changes to information systems, 

to not clearing a desk of sensitive information 

at the end of the day.  

It is often a hybrid problem. The 2011 RSA 

incident (see Top 10 Breaches, page 4) was 

the result of combined weaknesses – part 

human, part systems. If someone had not 

opened the malicious email attachment, the 

incident would never have occurred. 

Often, security incidents arise because of a 

failure to comprehend the risk. Awareness 

and personal responsibility in protecting the 

organisation against information incidents is 

key.  This awareness needs to permeate the 

entire organisation so everyone understands 

their relationship to information risk and their 

responsibilities.  

Security awareness programmes and training 

should be an ongoing function – from 

induction to regular training and updates.  

Social engineering is on the increase The Story of the Jealous Boyfriend 

An Ohio man sent an email to his 

girlfriend that contained spyware 

because he thought she might be 

cheating on him.  

The girlfriend opened the email on her 

work computer and the spyware installed 

on her work system rather than her home 

system. As a result her boyfriend began to 

receive copies of her emails, which 

included sensitive medical information.  

This constituted a data security breach on 

the part of the Children’s Hospital where 

his girlfriend worked.  Whilst he was caught 

and jailed for up to 5 years in prison and 

had to pay $33,000 in damages to the 

hospital, the hospital could have done 

much more to eliminate this risk.  

Lessons to be learned: 

Anti-virus/anti-spyware software might 

have prevented the spyware being 

installed. 

‘System hardening’ could have 

helped. 

The breach was likely caused by poor 

policies and procedures within the 

hospital and a lack of training for the 

staff. Make sure all staff are aware of 

what constitutes sensitive information 

and that such information has 

adequate levels of protection. 

Never send sensitive information across 

the internet or by email unencrypted. 

The human factor 5 

An example of social engineering is 
where users are duped into giving away 
their passwords or other sensitive 
information. Such incidents are on the 
increase. A recent report (Computer 
Weekly, September 2011) found that less 
than a third of UK businesses provide 
regular training aimed at preventing 
social engineering attacks, despite 42% 
being hit in this way in the past two 
years, at an average cost of £15,000 per 
incident. 
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Standards        are often perceived as the 

easiest route to information security but as a 

one-size-fits-all approach, they won’t 

necessarily work for every company or every 

part of a company. Effective information risk 

management is specific to a business and 

the context that business operates in. It is 

essential to understand risks in the context of 

your organisation and your environment. 

 

 

 

We urge the Board to combine achieving 

relevant information security standards with 

effective risk management if they want 

adequate protection now and in the future. 
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As a business you will need to understand and manage all your 
regulatory and legal responsibilities. This must include relevant 

information-related legislation such as the Data Protection Act. 

Achieving an information security standard will not necessarily 
protect you sufficiently. Protecting your information is much more 
than a tick-box exercise and should be a continuing part of 

running your business. Make sure you are targeting real issues, not 
just window dressing.  

I’ve got 27001 – I’m covered. 

Do you need to be compliant? 6 

In addition, the Board’s strategic direction 

may require compliance with certain 

standards in order to show due diligence or 

give them a competitive edge in the market 

place. There may be a contractual 

requirement to comply with when handling 

other businesses information assets. Do you 

know if you are meeting all these 

requirements? 

There is a raft of regulations, legislation, 

standards and guidelines out there today -  

you’ll find details in ‘Further Resources’ on 

page 19. We urge the Board to take expert 

advice on whether you need to be 

compliant with one of these standards.  

Information security is not just a tick box exercise 7 

Standards         can give organisations a false 

sense of security. Does compliance with a 

standard mean that security incidents will 

never happen? No, it does not. Effective 

compliance with a standard such as 

ISO27001, if done correctly, will decrease the 

chances of security incidents occurring and if 

they do, the organisation will be in a position 

to do something about it. 

Standards         require you to have policies, 

processes and procedures in place to 

mitigate the risk but managing the risk going 

forward is often the hardest thing.  

Things change over time. You have to make 

sure your policies, processes and procedures 

are being implemented and continue  

to be effective. It’s about the maturity and 

effectiveness of a control, rather than control 

in its own right.  
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Protecting your information should be more than a tick-box 
approach. Every organisation is different so the risk and approach 

to security needs to be different too.  

Put the risk into your business context 8 

You need to address information risk in your 

business context, with pragmatic controls 

that mitigate and manage this risk across the 

board – whether your business is self-

contained or relies on delivery partners and 

suppliers.  

 

You are only as strong as your 
weakest link. 

 

Anyone who advises you on a one-size-fits-all 

approach is misguided – an information risk 

management methodology can be 

standard, but the output is always variable. 

Make sure you do what is necessary for your 

company. 

Information risk is a living agenda item, not 

‘once and done’. The context changes – 

what worked when you were 30 people 

doesn’t work when it’s 100. Each business is 

constantly evolving and your response to 

the risk needs to reflect each change.  

If you put the risk into your context you’ll get 

the level of security you need: not too 

much, not too little. The aim is an 

appropriate level of security – a lean, 

efficient and positive approach to risk 

mitigation and long-term control. 
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Information risk affects the whole business, across every 
department. Here is a list of questions for each member of the 
Board in turn. We hope this helps your Heads Of Department to 

recognise and communicate the risk in business terms.  

Questions for each member of the Board 

What would the financial and reputational damage to your company be if, for 

example, a customer’s information was compromised? 

How does your organisation determine the value of its information? Remember – 

some of it might not be ‘owned’ by you.  

Does your business use e-commerce for payment mechanisms or exchange data 

with partners? 

Is your business supported by other companies for outsourced services like IT or 

building maintenance? 

Does the Board’s risk register include information risks? 

If you are managing information risk, how do you know if this ‘management’ is 

effective? 

Do you have a Board member who is accountable for information risk? 

How do you manage the impact (positive or negative) of any business or systems 

change? 

Is your business resilient to environmental changes or loss of infrastructure? 

Are home computing devices allowed to access and process company 

information? If so, are the risks to company data from this ‘consumerisation of IT’ 

understood? 

What’s the risk of social media? Have you implemented effective controls to 

mitigate this risk? 

Do you have a full inventory of business critical information in the organisation? 

Does your organisation meet all of its compliance standards? 

Do you have an appropriate business continuity plan? 

MD/CEO: 
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Do you have funded systems and processes for managing the information risks in 

the business? 

Do your current systems meet all your information security requirements? 

Is information that is physically stored subject to the same level of protection as 

electronically-stored data? 

Do your business managers recognise and understand all the legal requirements 

around data protection that can affect the business? 

Can your systems cope with the rapid introduction of new compliance legislation? 

Finance Director/Officer 
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Have you implemented adequate detection and prevention controls to protect 

against malicious software? 

Do you have a best practice approach to secure application coding? 

Do you implement appropriate IT security standards and network and system 

hardening? 

Do you have non-corporate computing devices connected to your network? 

Are your secure operating procedures written and documented? 

How do you raise your technical employees’ awareness of IT security? 

Is redundant media and equipment with storage capability securely disposed of? 

Do you take back up copies of critical business information? 

Are information risks identified as part of a change process? 

When were the ‘restore’ procedures last tested? 

Do you have an ‘offsite’ back up of your information? 

Is your IT support outsourced and do you know who has remote access to your 

systems? 

Have you got a policy for the use of mobile computing devices? 

IT/CIO/CTO 
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Are you aware of best practice for managing personal information in line with the 

Data Protection Act? 

What are your policies with regard to monitoring user system activities? 

Are all staff aware of their responsibilities with regard to protecting sensitive 

information? 

Is guidance on information security part of induction and ongoing training? 

Do you carry out verification checks/security screening on potential employees? 

Do you carry out periodic checks on employees to ensure their circumstances have 

not changed? 

Are employee emails archived? 

Do your terms and conditions of employment include responsibility for information 

protection? 

Do you have a policy on acceptable use of company IT systems or for access to 

social networks? 

HR Director/CHRO 
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When you take on a new business partner do you carry out information security 

health checks? 

Are your policies and information risk documentation up to date? 

Have you tested your contingency, business continuity and disaster recovery plans? 

Who can you rely on to carry out a business impact assessment of your information 

risks? 

Do you insist upon an independent assessment of the effectiveness of your physical, 

procedural and process controls? 

 

CSO/CISO 
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Next Steps 

We hope this guide helps to demystify 

information security and gives you an 
informed view on how to manage the 
risk for your organisation. 

If you have any questions on Information 
Risk Management or would like help or 
advice please get in touch. The Ascentor 
team would be delighted to help. 
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Identify What  

You Are Trying  

to Protect 

Business Functions 

Identify Assets 

Business Context 

Governance  Structure 

Identify What  

You Are Trying  

to Protect it 

From 

Conduct Risk Assessment 

Determine Business Risk Profile 

Determine the 

Best Way to 

Protect it 

Assess Existing Controls 

Implement Risk Management 

Monitor and 

Review to 

Ensure 

Protection 

Works 

Monitor & Review Controls 

Training & Awareness 

Compliance 

1 

To assist you and the Board, here is Ascentor’s four-step action 
plan for managing information risk effectively. 

Effective Management of Information Risk 

Ascentor’s Information Risk Management Process 

www.ascentor.co.uk 

+44 (0)1452 881712 

info@ascentor.co.uk 

Request a free online risk review 

2 

3 
4 
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If you are interested in Information Risk Management you will find further articles and 
resources on our website: www.ascentor.co.uk.  

Useful Links: 

You’ll find further reading/useful information on information risk on the following websites: 

Companies House 

www.companieshouse.gov.uk 

ISO Standard 

www.iso.org 

PCI DSS 

www.pcisecuritystandards.org 

COBIT 

www.isaca.org/Knowledge-Center/COBIT 

ISACA 

www.isaca.org 

ISC2 

www.isc2.org 

CESG 

www.cesg.gov.uk 

SANS Institute 

www.sans.org 

NSA 

www.nsa.gov 

Cloud Security Alliance 

www.cloud-security.org.uk 

Information Risk Management Requirements 

There are a number of specifications relating to Information Risk Management that may 
be of importance. 

Mandatory requirements depending on the business and operating area 

Companies Act 2006 - requirement on all limited companies 

Data Protection Act 1998 – requirement for all companies 

UK Corporate Governance Code – mandatory on premium equity-quoted companies  

Payment Card Industry : Data Security Standard (PCI:DSS) - mandatory on all organisations taking 

payment card transactions 

The Financial Services Authority (FSA) Handbook – guidelines for all FSA regulated financial 

organisations 

Security Policy Framework (SPF) - government requirement 

Public Service Network (PSN) Accreditation - requirement for connection to the PSN 

HMG IA policies and procedures (such as IS1 Technical Risk Assessment and IS2 Risk Management 

Accreditation Document Set) 

List X – Certification for private companies wanting to hold government-classified material. 

Regulation of Investigative Powers Act 2000 – requirement for certain public sector bodies 

 

Standards and guidance 

ISO/IEC 27001/2 - Information security standard 

BS25999  - Business Continuity standard 

SAS70 - Standard for auditing third party service suppliers 

Information Security Forum - Standard of Good Practice (ISF SoGP) - Information risk management 

standard 

Federal Information Processing Standards (FIPS) – Information security and information risk 

management standards 

COSO Enterprise Risk Management (COSO ERM) - a method for developing a risk management 

strategy 

IT Infrastructure Library (ITIL) - set of guidelines for implementing IT 

Cobit - ISACA’s framework for IT governance and control 

THE BOARD’S GUIDE TO INFORMATION RISK 
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Ascentor - Secure your information: Strengthen your business 

Ascentor are information risk management specialists, based in Gloucester, 

UK. We work with organisations that recognise the importance of the 

information they hold and want to make sure it is safe and secure. We help 

them to understand the risk and get their security practices and architecture 

right.  

At Ascentor we see information security as a positive business enabler. The 

high value advice we give will protect your information and strengthen your 

business for the future. Whether you are a government department or 

commercial organisation we’ll help you raise your game. 

About Ascentor 

You will find more information and 

valuable resources on: 
Registered Office 

 

5 Wheatstone Court, Davy Way, 

 Waterwells Business Park, Quedgeley  

Gloucester, GL2 2AQ 

+44 (0)1452 881712 

 info@ascentor.co.uk 

+44 (0)1452 881710 
www.twitter.com/ascentor 

www.ascentor.co.uk 
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