Facing the Cyber Threat
The Information Risk Management Guide for Government Suppliers
A valuable guide from Ascentor www.ascentor.co.uk

What you will
learn from this
guide

“As a supplier to HM Government I have no doubt that
you take your duty to protect the sensitive data you
hold very seriously. As a commercial firm, you also need
to operate in an efficient & profitable manner. These
two competing pressures are not as incompatible as
you might think.
A smart Information Risk Management (IRM) approach
will not only keep your information secure; it will deliver
business benefit. Put simply, IRM will secure your
information and strengthen your business.
We’ve written this guide to show you how to make
Information Risk Management work for your business, so
that you can balance risk with commercial opportunity.
The cyber threat is all too real but there is much you
can do to counter it. This guide will show you the way.“
Dave James, MD – Ascentor
Secure your information; strengthen your business
www.ascentor.co.uk
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Why IRM

Keeping information safe is
a national priority
Set against the growing cyber threat, keeping valuable information
safe is a pressing priority for every organisation but never more so than
for companies supplying products and services to HM Government.

“MI5 is battling ‘astonishing’ levels of cyber-attacks
on UK industry. This is a threat to the integrity,
confidentiality and availability of government
information but also to business and to academic
institutions. What is at stake is not just our government
secrets but also the safety and security of our
infrastructure, the intellectual property that
underpins our future prosperity and commercially
sensitive information.”
Jonathan Evans, Head of M15 in a BBC article, June 2012

••|02

Why suppliers cannot afford
to be complacent
No business can afford to be complacent, least of all suppliers with
responsibility for the security of government information. Loss of
government information and/or the interruption to a government–
provided service can result in:
Loss of contract
Damage to reputation
Expulsion from framework agreements
	Financial penalties (up to £0.5 million from the Information
Commissioners Officer for loss of personal data)
Potential for legal action.
Now more than ever suppliers need appropriate and pragmatic security
controls that support the business operation and keep the bad guys out.

It’s enough to make you
want to batten down
the hatches and throw
away the key.
How far will your
firm go to address
the cyber threat?
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7 (Not so)
brilliant ways…
To Protect Your
Information
From Cyber
Criminals
£9.2bn per annum: estimated
cost to UK businesses from
IP theft
Data: UK Study/the cost of cyber crime

#1

Negate the cyber threat. Simply
cut all cables leaving the building.
Imagine the savings you’ll make
on your broadband bill too.
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#2

Ignore the advantages of modern
technology to improve efficiency and
replace all computers with typewriters.

#3

Employ monkeys to create unfathomable
passwords for sensitive documents.
That way no one can remember
them and you’ll be super secure.
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#4

Over-engineer your security processes
to make sure it’s near impossible for
normal business operations, ensuring
non compliance and keeping the
process auditors busy!

#5

Supply all staff with home made
‘screen blockers’ to deter snoopers.
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#6

Permanently glue all USB sticks
into place to avoid the possibility
of sensitive information loss.

#7

Use industrial strength chains
and locks to keep laptops
secure when on the road.

Security experts estimate that there are about 50 million cyber attacks a year.
Surely there is a more sensible way to protect your valuable information? Read on...
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Information security: four
competing pressures for HMG
suppliers
If you are a supplier holding sensitive government data — regardless
of its protective marking — you’ll undoubtedly be feeling the pressure
from your public sector clients. In the course of our work we see four
competing forces at play:

1. Unprecedented threat levels
Over the past few years there have been a number of high profile cyber
attacks against governments and companies but in recent months we
have seen an unprecedented level of sophisticated attacks.
Apple, Microsoft, Facebook and Twitter in close succession, announced
that they had been the victims of cyber attacks. In addition, there have
been recent attacks against RSA and the NYT. A report by the US security
firm Mandiant Corp says that China is to blame for the majority of attacks.
With news like this it is hardly surprising that many government suppliers
are becoming increasingly concerned about their own exposure to a
cyber-based attack.

Warning from GCHQ,
July 2013 From BBC report
Britain is seeing about 70 sophisticated cyber espionage
operations a month against government or industry networks, British intelligence has told the BBC. GCHQ
director Sir Iain Lobban said business secrets were
being stolen on an "industrial scale". Foreign hackers
have penetrated some firms for up to two years, he said.
Sir Iain told BBC Radio 4: "People are going after
intellectual property and then seeking to translate it into
national gain. We started a couple of years ago thinking this was going to be very much about the defence
sector but really it's any intellectual property that
can be harvested.”
Foreign intelligence services are behind many of
these attacks, according to Britain's Security Service
MI5. British businesses are waking up the threat of
cyber espionage. Sir Michael Rake, chairman of BT and
president of business lobby group CBI, has been
warning fellow businessmen about the dangers."These
threats are real, they're sophisticated, they do financial and
reputational damage.”
Read the full BBC story here:
http://www.bbc.co.uk/news/uk-23098867
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2. Government pressure is increasing
If you supply to HM government, you’ll be aware of the Cyber Security
Strategy and the clarion call from central government for the UK to raise
its cyber game.
Government has really woken up to the problem. They are asking all
businesses to do more but they want to get their own house in order first.
Expect increasing pressure on the supply chain over the next few years.
If you think about ISO27001 (one of the international standards for
information risk management) and G-Cloud (the government
framework for cloud services) you’ll see there has already been an
increase in minimum standards imposed in government contracts.
Government is going to get even stricter with information held by
third parties.

“British companies have been told by ministers to raise
their game in the fight against cyber crime after a
government study showed industrial espionage and
intellectual property theft on their own were costing
the economy £17bn a year.”
– FT.com

Look out: new frameworks are on the way
Pressure on HMG suppliers is only likely to increase with the recent
adoption by the EU of a Cyber Security Directive to be implemented
by Member States within two years.
The Ministry of Defence is working towards a framework for measuring
the IA maturity of commercial suppliers and the expectation is that all will
be required to demonstrate that information risks are being managed1.
This approach may well be adopted across government.
1 http://www.niteworks.net/cyber-programme/
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3. New technology, new threats
BYOD (Bring Your Own Device), social media, the Cloud, virtualisation
technology — there has been a whole host of technological changes
in recent years. New technology has the potential to improve business
processes and reduce costs, but at what expense?
Are the risks new technology brings acceptable for your firm? The
key is to work out how to embrace technological advances without
compromising security and achieve a pragmatic balance.

BYOD: bring your own device, or bring
your own disaster?
BYOD is here. The rapid expansion of workers using
their own laptops, smart phones and tablets for work
purposes is not just a fad, it is an inevitability. People
are becoming more and more attached to their own
individual devices.
This can be good news for businesses but those
embracing BYOD must do so with their eyes open
and not take undue risk with their own information or
that of their partners and customers. For government
suppliers, BYOD opens up new threats — a breach
could put valuable contracts at risk. The risk is enough
to put many supplier organisations off the idea
altogether. To BYOD or not to BYOD? What is the right
solution for your firm?

“A third of Gen Y would ignore a policy
banning BYOD” Fortinet, June 2012

b
y
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Protect your future business
In our competitive world markets are getting smaller and competition
between suppliers is fierce. An information compromise may limit your
future business. It’s vital to protect your business so that you can
continue to provide services to government. A recent survey from
itgovernance.co.uk1 has identified that:

“Fully 74% of respondents say their customers
prefer dealing with suppliers with proven IT security
credentials, while 50% say their company has been
asked by customers about its information security
measures in the past 12 months”.
These four competing forces are exerting tremendous
pressure on suppliers to government right now.

s upp li ers

1 http://www.itgovernance.co.uk/media/press-releases/international-boardroomsurvey-employeesare-numbe.aspx?utm_source=social&utm_medium=linkedin

4. Commercial concerns
In the current economic environment, we all need to do more with less.
Business efficiency and cost savings are high on every board’s agenda.
Implementing information security controls and managing information
risks costs money. The challenge is to get the right level of controls for
your business, without spending too much.

“Don’t gamble with your business’s future. So much
can be done to strengthen defences through a series
of rigorous steps to understand what you’ve got to lose
and what it is worth. Cyber security is a risk that boards
should be treating as a critical agenda item. The threat
is real and growing. Be a hard target.”

2

3

1

4

forces

IOD paper: Countering the Cyber Threat to Business – Spring 2013
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What is IRM
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Take action with IRM
There’s much you can do to counter the cyber threat. A smart
Information Risk Management approach is the key.
Information Risk Management (IRM) is the process of identifying,
understanding and managing the risks to your information within the
context of your organisation’s unique business needs.
A robust approach to IRM addresses the risks and allows you to balance
your own business requirements with HMG security requirements and
adequate levels of protection for all your information.

Adequate levels of protection for all your information
As a supplier holding sensitive government information, parts of your
business are bound by the mandatory requirements as detailed in the
HMG Security Policy Framework (SPF). The SPF makes it clear that a
structure is needed for managing your information risks.
A smart Information Risk Management approach provides that structure
and will make you better able to respond to any new requirements
levied against you by government as your client. But why stop there?
Why not leverage that investment to improve how you protect your
own information — which itself has significant business value, such as
your IP or commercially sensitive data? If you have to invest time and
cost in protecting government information, it makes sense to extend
the umbrella of governance to your own business data too.
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What IRM means for your
business
a) A well balanced approach to information security
As an HMG supplier you have a tough challenge. You take your duty to
protect the sensitive government data you hold very seriously. But as
a commercial firm, you also need to operate in an efficient, profitable
manner. How do you balance these two aims?

Let IRM guide you
Information risks, like any risks, can be:
Treated – action is taken to reduce the risk
Transferred – offset, for example by buying insurance
Terminated – the cause of the risk is removed completely
Tolerated – accepted by the board
The action you take depends on your business objectives. How will you
manage the risk? Let your IRM strategy guide you.

Some supplier companies worry that their information security practices,
whilst meeting HMG requirements, may not be up to scratch. The result
is that many become risk averse when it comes to adopting new
technologies. But over-the-top levels of protection can interrupt the flow
of data around your company. It can impact on the efficiency of your
business processes and cost you money unnecessarily.
The trick is to balance measures to manage the growing information
risk with your commercial aims, whilst always ensuring that the data you
hold is adequately protected. Information Risk Management will give
you that balance, set against the unique context of your business.

b) Ease of strategic decision making
Tackling information risk needs strategic thinking and a broad view. Your
information assets are many and varied – from confidential company
information to intimate staff details and secret government data. IRM
helps you to identify your most important assets and the threats and
vulnerabilities you face as a consequence of doing business. It also
helps you to assess the impacts on your business and to decide if you
can live with the resultant risk? If you cannot, then take action to
reduce the risk.
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c) IRM means you can put the risk in context
It’s about addressing the risk in your business context, with balanced
controls that mitigate and manage the risk. Information risk is a living
agenda item, not a “once and done” task. The context changes as
your business grows and risks change too.
Smart IRM ensures that your response to the risk reflects each change.
If you put the risk into context you’ll get the level of security that’s right
for your business at that time: not too much, not too little. It’s a lean,
efficient approach to risk mitigation and long-term control.

d) IRM is more than a tick box exercise
IRM goes further than a security standard. Achieving an information
security standard is a very positive step but if it’s only a tick box
exercise it will not necessarily protect you sufficiently or deliver the value
you desire. Standards can give you a false sense of security – does
compliance mean that security incidents will never happen? No. IRM
makes sure you are tackling the real issues on a continual basis, not just
window-dressing.

“We have ISO27001 – so we are covered…. aren’t we?”

Combine standards with IRM
Combine achieving relevant information security standards with
effective Information Risk Management if you want adequate
protection now and in the future.
Standards

Information Risk Management

Effective compliance with
standards such as ISO27001 can
decrease the chance of a security
incident occurring.

IRM means you know what to do if
it does.

Standards require you to have
security controls such as policies,
processes and procedures in place
to mitigate the risk, but managing
risk continually is often the hardest
part. Things change over time.

IRM makes sure that your policies,
processes and procedures are
being implemented and continue
to be effective. It’s about how
effective a control is, rather than
the control in its own right.

Standards are often perceived as
the easiest route to information
security, but as a one-size-fits-all
approach they won’t necessarily
work for every company or
every part of the company.

Information Risk Management
is specific to a business and the
context that business operates in. It
helps you to understand risks in the
context of your environment.
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e) IRM allows for flexibility
IRM enables you to focus and target investment – it isn’t all critical.
In this way IRM brings efficiencies that can save you money.
IRM means that all information is identified, valued and appropriate
controls put in place to protect it in the context of the
business requirements.

“Only 10% (of risks) are likely to require the
highest protection.”
Jay Heiser, Gartner vice president

Protect only what needs
protection
When it comes to looking at BYOD or the Cloud for example IRM allows
for flexibility where required.
Business Risk Appetite Statement:Routine information
Impact of loss is
negligible. Access by
BYOD is acceptable.
Saving to Cloud is
acceptable.

Operational information
Impact of loss is
acceptable. Limited
BYOD access (key
personnel). Approved
Cloud storage.

Critical information
Impact of loss is
serious. Limit access.
Store safely. Backup
often. Restrict
movement.
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f) The human face of information risk
Just as your information assets are many and varied your information
risks are too. Secure information systems are of huge importance
but technology is not the whole story. IRM means you take a holistic
view of risk, right across the business: physical, procedural, personnel,
and technical. People are often the weakest link when it comes to
information security. The easiest way to get information has always been
to subvert people – either with money, goods, services or via “social
engineering”. It’s not a new concept. People make mistakes.

Social engineering is on the increase
An example of social engineering is where users are duped into giving away
their passwords or other sensitive information. Such incidents are on the rise.
A report by Computer Weekly found that only one third of UK businesses
provide regular training aimed at preventing social engineering attacks,
despite 42% being hit in this way over the previous two years, at an average
cost of £15K per incident.

A security compromise is often a hybrid problem. The 2011 RSA incident
was the result of combined weaknesses – part human, part systems. If
a member of staff hadn’t opened a malicious email attachment the
incident would never have occurred. IRM enables you to understand
not just the technical but the human face of information risk, and then
manage it.

Ascentor’s research into the human face of
information risk
In our recent survey of 1000 people in the UK, we found that over half
of the UK workforce would be willing to deliberately sabotage their
employer by way of the company’s information. If you employ people,
you carry an information risk.

Of those people
willing to sabotage
your business, this
is what they said
they would do:

16.3%

22%

Steal Data

Send information to rivals

19.5%

15.2%

20.7%

Spread malicious gossip

Use divisive speech
amongst colleagues

Delete or move
valuable information

••|18

IRM can save you money

Embrace IRM

Three examples of cost saving achieved with Ascentor’s efficient
Information Risk Management approach:

Embrace Information Risk Management within your business. A balanced
IRM approach will help you to reduce the risks to the government
information you hold and deliver wider business benefits, managing the
risks to your own information. Looking at both will deliver cost efficiencies
and strengthen your business across the board.

1. £
 3 million saved for a government IT department by implementing
more efficient information security controls and architectures that
were fit for purpose.
2. £
 1 million saved for an IT department by implementing appropriate
protection (not over-protection) of sensitive information.
3. £500,000 saved for Southampton Football Club by recommending
a centralised approach to their information security
compliance requirement.

“All information security budget spend should be driven
by quantified risk mitigation. Not by vendors, not by the
press and not by technical staff. Follow these principles
and you will not only reduce the impact of real world
threats on the business, but may also reduce how
much you spend on it.”
Mark Heathcote of IT firm Xceed.

Five facts about IRM
1. Smart IRM will enable you to make better commercial decisions.
2. It will allow you to make more informed decisions for your business.
3. IRM is not just about technology but it can enable you to take
advantageof technological advances with confidence. The advent
of the Cloud, social media and BYOD can be good for business if
managed right, offering operational advantages and cost savings.
4. IRM is not about saying no but is about achieving balanced
management of information risk for your business.
5. IRM gives you the tools to balance the competing requirements in
your business – the right level of protection with business efficiency.

I
EMBRACE
M
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How IRM
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How to implement IRM for
your business

Ascentor’s four-stage IRM
action plan

To assist you and your board, here is Ascentor’s four-step action plan
for managing information risks effectively.

identify what
you are trying
to protect

Protect what needs to be protected. Understand the risks, understand
the value of your information and put appropriate controls in place.

“Basic information risk management can stop up to
80% of the cyber attacks seen today, but experience
suggests that few organisations get it right.”
IOD paper: Countering the Cyber Threat to Business – Spring 2013

Identify what you
are trying to
protect it from

Monitor and review
to ensure protection
works

Determine the best
way to protect it
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Eight steps to managing
information risk

Does your organisation need an
IRM review?

Wondering where to start with IRM in your business?
Follow the eight steps below:

Answer the following three questions:

1. Establish an owner for IRM as a board member.
2. Define what the business wants to achieve for IRM and
by when i.e. is this to meet a specific standard or
ISO27001 certification?
3. Conduct a Gap Analysis to establish a baseline of what is
known about information assets and risks.
4. From the Gap Analysis develop an Action Plan to address
identified deficiencies.
5. Implement the Action Plan across the business.
6. Monitor Action Plan progress and report to management.
7. Repeat the Gap Analysis after a suitable period and update
the Action Plan as necessary.
8. Regularly review progress and conduct checks to take
change into account.

1. What are your organisation’s key information assets for each critical
business service, and what impact would it have if these assets were
compromised in some way?
2. Have you identified what the key threats to the information in these
critical services are and what your appetite is for the risks to doing
business using this information?
3. Are you confident that your organisation’s most important information
is being properly managed and is safe?
If the answers to these questions are not well understood — and if
confidence is low for question three — then you should consider a
review of the way you manage information risk.
Try Ascentor’s online information risk review as a start:
www.ascentor.co.uk/resources/online-information-risk-review/

This process has to be driven by the board. The board owns the
problem and solving it will require resources and leadership buy–in.
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About Ascentor

Recommended resources:

Making IRM work for your business

UK government’s Cyber Security Strategy:
https://www.gov.uk/government/publications/cyber-security-strategy
Security Policy Framework v10. April 2013:
https://www.gov.uk/government/publications/security-policy-framework
Institute of Directors paper: Countering the Cyber Security Threat:
http://www.iod.com/influencing/big-picture/big-picture-archive/bigpicturespring-2013#countering
Federation of Small Businesses:
http://www.fsb.org.uk/News.aspx?loc=pressroom&rec=8083
BBC News article on Cyber Security:
http://www.bbc.co.uk/news/uk-23098867
Department for Business, Innovation and Skills (BIS) April 2013: ‘Small
businesses: what you need to know about cyber security’:
https://www.gov.uk/government/publications/cyber-security-whatsmallbusinesses-need-to-know
Get Safe Online. Advice on all aspects of cyber protection for small
businesses at:
https://www.getsafeonline.org/businesses
UK Cyber Security Strategy and programme at:
https://www.gov.uk/government/policies/keeping-the-uk-safe-incyberspace
Technical security measures: Security guidance for businesses at:
https://www.gov.uk/government/publications/cyber-risk-managementaboard-levelresponsibility

Ascentor helps businesses to implement highly effective and efficient
Information Risk Management systems within the unique context of their
businesses. As experienced CLAS consultants, we work with supplier
organisations and government departments to support their projects
and secure their information. At Ascentor we see information security
as a positive business enabler. The advice we give will protect your
valuable information and strengthen your business for the future.
You’ll find more ideas and resources on our website and blog at
www.ascentor.co.uk

A range of services for HMG suppliers
Ascentor offers a range of IRM services to government
supplier companies:
	Information Risk Management - to reduce the risk to your business
and protect government data - we make IRM work for you.
	IA and CLAS consultants - helping to de-risk the delivery of your
products and services to government.
 ccreditors - to accredit your system or mentor and support your
A
Security Controller
	PSN/G-Cloud - experienced support for your Public Service Network
and G-Cloud projects.
	IRM Awareness - presentations and workshops for executives.

The Ascentor blog and resource library:
www.ascentor.co.uk

Looking for help?
Contact Dave James to see how IRM could work for your firm.
T: 01452 881712 E: dave.james@ascentor.co.uk
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www.ascentor.co.uk

