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Introduction 
This white paper explores Ascentor’s approach to measuring and managing maturity assessments 
for cyber security. Before delving into this in more detail, it is worth exploring some fundamental 
questions: 

 What is meant by ‘maturity’ or ‘maturity model’? 

 What is the output of an assessment useful for? 

Defining Maturity 
The concept of maturity in IT systems has been around since the 1980’s – much of the original 
work was done by Carnegie Mellon University (CMU) Software Engineering Institute (SEI), which 
developed the Capability Maturity Model (CMM), building on earlier work by others (including IBM). 
CMM was primarily focused on software development, but the concept has since broadened and 
matured – the successor to CMM is Capability Maturity Model Integration (CMMI); CMMI covers 
service, engineering, development, production and support. 

The purpose of a maturity model is to measure how well the behaviours, practices and processes 
of an organisation can reliably and sustainably produce required outcomes. Most maturity models 
define a structured approach that determines the maturity level (ML) of an organisation with 
regard to some facet of its activities; the sum of all of these measurements summarises the ability 
of the organisation to deliver the required outcomes. 

There are many maturity models available, focused on a range of core capabilities such as quality, 
service delivery, engineering, personnel, enterprise architecture to name a few. 

Most maturity models follow a similar pattern: Maturity levels establish the degree to which some 
notional ideal state is achieved; key process areas identify clusters of related activities that, when 
performed together, achieve a set of goals; the goals of a key process area summarise the states 
that must exist for that key process area to have been implemented in an effective and lasting way. 

To summarise, ‘maturity’ refers to the ability of an organisation to meet a requirement (goal) by 
combining together managerial, process, technical and human resources. A ‘maturity model’ is a 
structured, repeatable mechanism to measure the level of maturity achieved by an organisation 
(for the goals defined by the model). The core concept of maturity modelling is based on quality 
management – the ability of an organisation to identify lessons when things go wrong, absorb 
these lessons into their practices and hence improve in the future. 
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The Value of Maturity Modelling 

There are several potential uses for maturity modelling: 

Assurance 
Maturity modelling can be used to gain assurance that a given level of capability is in place in order 
to satisfy regulators and other stakeholders, such as the main board and shareholders. An 
example of this is the US government use of CMMI as a yardstick for assessing contractors. 

Benchmarking 
Benchmarks are often used to compare organisations that are working in the same industry. 
Maturity modelling is intended to be objective and repeatable, hence it provides a good quality 
reference point for benchmarking purposes. 

Gap Analysis 
Maturity modelling is a good mechanism for gap analysis – low maturity levels for some key 
process areas are gaps in capability, policy or management focus. The benefit of maturity 
modelling is that it is objective and repeatable – so an assessment can be repeated to confirm that 
the gap has been addressed. 

Management Reporting 
Maturity modelling is a useful tool to support management reporting – maturity levels are relatively 
simple metrics (even if the mechanism for deriving them may be complex) - hence they are ideal 
for inclusion in management dashboards and similar reporting methods. 

Quality Management 
Quality management is one of the original purposes of maturity modelling – in particular the 
implementation of the Deming Cycle (plan-do-check-act). As the Deming Cycle is at the heart of 
many ISO management systems (including ISO 27001), maturity modelling seeks to measure how 
well this is integrated into an organisation’s business. 
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Cyber Security Maturity Assessment 

Cyber security is a discipline within information security; although there are some specific foci for 
cyber security, it is really no different to any other area of information security. However, 
information security has at best been poorly understood and implemented, largely because of the 
gap between risks and actual incidents. Cyber security brings a new focus: not only are the risks 
large but incidents are commonplace, impact all sectors, and often cost a great deal of money. 
Moreover, the dependence of society on Internet-related technologies has now reached a level 
were legislators are beginning to act – and non-compliance could become very expensive in the 
future. 

Cyber Security Framework 
The most widely implemented approach to cyber security is the NIST Cyber Security Framework 
(CSF) – this is often the basis for other frameworks that are sector or industry-specific. CSF 
includes a maturity assessment mechanism (“tiers”) that can be used as a metric to indicate the 
degree of implementation. The main drawback to this approach is that it is inward focused – it is 
measuring how much of CSF has been implemented and to what degree, in isolation from the 
wider business context. There is no fault in CSF – which is the most comprehensive and well-
regarded framework for creating good cyber resilience. However, it is not maturity modelling in the 
conventional sense – it is not measuring the ability to identify lessons, learn from them and 
incorporate them into the way the organisation operates. 

C2M2 
Somewhat prior to the development of CSF, the US Department of Energy (DoE) developed a 
maturity model in response to the growing concern about the vulnerability of power generation and 
distribution. This is the Cybersecurity Capability Maturity Model (C2M2), which is now a mature 
maturity model that has been broadened in scope so that it is applicable to any type of 
organisation. C2M2 owes much of its design to previous maturity modelling – CMU provided 
significant input into the design. 

Unsurprisingly, there is considerable overlap between CSF and C2M2. One way of thinking about 
these two approaches is that CSF is the manual for creating and delivering cyber resilience, whilst 
C2M2 aims to determine the quality of the cyber resilience capability. There is a formal mapping 
document that describes how to use C2M2 to support and deliver cyber resilience in the context of 
CSF and gain the benefits of both approaches. 

Summary of C2M2 
C2M2 establishes 10 “domains” to describe cyber security capability. Of note is that these domains 
do not directly map onto the CSF model – they cut across the topic in a different way. For example, 
the CSF Identify function specifies the use of risk assessment and management; C2M2 examines 
how a risk-based approach is applied across the whole scope of cyber security and tests the use 
of a common strategy for each domain. This example summarises the difference between CSF 
and C2M2: CSF identifies the tools, C2M2 measures how well they have been used. 

 

 

The 10 domains of C2M2 are: 

 Risk Management 

 Asset, Change and Configuration Management 

 Identity and Access Management 
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 Threat and Vulnerability Management 

 Situational Awareness 

 Information Sharing and Communications 

 Event and Incident Response, Continuity of Operations 

 Supply Chain and External Dependencies Management 

 Workforce Management 

 Cybersecurity Program Management 

A maturity indicator level is established for each domain independently – they do not have to be 
the same, and, in many cases, organisations will seek a higher maturity level for some domains. 
C2M2 defines 4 levels (MIL0, 1, 2, 3) – although MIL0 is used to denote no practices in place. For 
each domain the implementation of appropriate activities as well as the management of those 
activities are measured – MIL2 and MIL3 focus much more on the institutionalisation of practices 
through management practice, stakeholder involvement, formal policies and procedures that are 
reviewed and updated with experience. MIL1 accepts that most practices are likely to be ad hoc 
and poorly documented. 

Ascentor’s Approach to Cyber Security Maturity Assessment 
Ascentor’s experience of delivering cyber resilience in both public and private sectors is that most 
organisations fall into a small number of categories: 

 Beginners. These organisations are just setting out on their cyber security journey, don’t yet 
understand what they have to do and need a focused ‘how to’ manual to get them started. 

 Intermediate. These organisations have already started implementing a cyber security strategy, 
they need assurance that they are doing the right things and are progressing in the right 
direction. 

 Advanced. These organisations already have a significant investment in information security, 
are probably ISO 27001 certified, and need to know what else to do to achieve a good level or 
cyber resilience. 

As a tool, C2M2 can be used to support all three categories of organisation. Clearly, the outputs 
and presentation will vary according to cyber-sophistication of the organisation – but the 
underlying approach is broadly the same. 

Outputs are cross-referenced to CSF objectives and can be used to develop a CSF profile – the 
CSF outcomes that are tailored to an organisation’s needs. A recommended CSF profile can be 
delivered as part of the engagement. 

Cyber Maturity Assessment Methodology 
One of the key reasons for endorsing C2M2 is that the methodology is workshop-based. In 
principle, the workshop is intended to be self-assessed and facilitated by a Subject Matter Expert 
(SME). The Ascentor SME consultant acts as a facilitator for a one-day workshop that engages all 
parts of the business (not just IT). The degree of input from the facilitator depends on the category 
of organisation: the more advanced the organisation, the less input is required to support the 
understanding of cyber security principles. The principal role of the facilitator is to keep the 
discussion on track, summarise and record the consensus for each of the measurement points 
and respond to questions concerning interpretation of the measurement points. 

In most cases, it is appropriate to precede the workshop with a threat briefing – this will focus on 
the nature of cyber threat facing the organisation and will focus on both actual threats (attacks) as 
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well as regulatory implications. The threat briefing typically takes about 30 minutes and sets the 
context for the workshop. 

The C2M2 workshop materials are supported by a spreadsheet-based tool: the facilitator captures 
the consensus for each measurement point in the tool during the workshop. The benefit of this 
approach is that the final part of the workshop is a summary of the maturity indicator level for the 
organisation, which is presented graphically. A full (written) report is generated following the 
workshop that explains the maturity level assessments, identifies areas for improvement and 
makes relevant recommendations. 

One key aspect of maturity modelling is to establish a baseline and the target. The workshop 
output establishes the baseline; discussion during the workshop can be used to validate the target 
maturity indicator level for each of the C2M2 domains. Establishing a target level of maturity does 
not need to precede the workshop – it is sometimes difficult to establish the target without the 
context of the overall organisational requirements. The workshop will provide this context and the 
written report and recommendations will include a feasible target maturity indicator level for each 
domain. 

This approach offers a low-cost, high-value method of engaging with cyber security – the wider the 
participation from across the organisation, the greater the value that can be delivered. 

 

 

 


